
 

179 

 004.056.53 

. .  

    

   

       -
 ,         -

 .        
    .     , 

,    ,     -
    .    , 

        
      «  

      » 

.  ,      -
        -

.       -
      . 

 :   ;  ; 

  ;   ;  -
 . 

M.M. Busko 

ANALYSIS OF THE METHODICAL BASE FOR DETERMINING 

INFORMATION SECURITY THREATS 

The development and construction of a model of information security threats is 

an important and in some cases a mandatory element in an information security sys-

tem. Based on the threat model, the requirements for applicable measures to protect 

information are determined. The article analyzes the methods, standards, and algo-

rithms for assessing threats in order to determine the most appropriate approach for 

practical use. The result of the analysis, it was revealed that the most qualitative doc-

ument for practical use in modeling information security threats is the project «Meth-

ods for determining information security threats in information systems» of the 

FSTEC. However, the process presented in the methodology is very time consuming 

and requires the creation of an expert group of sufficiently high qualification. The use 

of mathematical methods with the subsequent software implementation will solve the 

problems of labor-intensiveness and expert subjectivity. 

Keywords: information security threat; threats model; information security risk; 

risk assessment methodology; assessment of the relevance of the threat. 
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